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1. AYEAR AGO

On June 1st, 2025, Ukraine attacked Russia hundreds of
kilometres inside Russian soil. Ukraine called it Operation
Spiderweb.

Operation Spiderweb was a bold and catastrophic coordinated
drone swarm attack, executed by the Security Service of
Ukraine (SBU) against Russia's strategic aviation. Under
the direction of Vasyl Maliuk, the operation required
eighteen months of meticulous preparation and represented a
milestone in the history of unmanned vehicle warfare.

The sabotage tactics used were described by NATO experts as
a reinvention of the "Trojan Horse method," as they managed
to strike targets thousands of kilometres deep into Russia,
completely bypassing anti-aircraft and ground defences. The
sabotage was executed as follows:

e Infiltration and camouflage: Instead of launching the
drones from Ukraine, the devices were hidden inside
cargo containers, cabins, or specially designed wooden
crates. The preparation phase took place directly on
Russian territory, even in cities 1like Chelyabinsk,
just a short distance from Russian intelligence
agencies (FSB).

e Blind transport: The drones were loaded onto trucks
and transported for over 5,000 kilometres by Russian
truck drivers who were completely unaware of the nature
of the cargo they were carrying. The vehicles were
strategically positioned in multiple locations near
Russian administrative divisions such as Murmansk,
Irkutsk, and Amur, and in cities like 1Ivanovo and
Ryazan.

e Simultaneous remote attack: At the exact moment
designated for the offensive, the roofs of the
containers were opened via remote control, releasing
swarms of drones en masse.

The drones simultaneously attacked four strategic airbases:
Belaya, Olenya, Dyagilevo, and Ivanovo (a fifth base,
Ukrainka, could not be reached).

The results of Operation Spiderweb were devastating to
Russian strike capabilities:

&

v Damage to 41 military aircraft, with an estimated cost
of over $7 billion.

e

The incapacitation of 34% of the Russian cruise missile
bomber fleet, affecting heavy and supersonic strategic
bombers such as the Tu-95MS "Bear," Tu-22M3 "Backfire,"
and Tu-160 "Blackjack."



v The destruction of crucial A-50 "Mainstay" early
warning aircraft, as well as transport and refuelling
aircraft like the An-12 "Cub" and Il1-78 "Midas".

Beyond the enormous material losses, the tactic demonstrated
that Ukraine does not need to match Russia in the number
of combat aircraft; it is enough to sow distrust within
Russian supply chains to crumble the integrity of their
systems from the inside. The success of this operation
generated a strong sense of vulnerability in the Kremlin,
and the director of the SBU has warned that they are already
preparing "new surprises" that will be equally painful.

Strategic Airbases

The drones simultaneously attacked four strategic airbases: Belaya, Olenya,
Dyagilevo, and Ivanovo. A fifth base, Ukrainka, could not be reached.
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2. THE SAINT PETERSBURG INTERNATIONAL
ECONOMIC FORUM (SPIEF).

On June 3, 2026, another impactful attack was carried out
by Ukraine against Russia.

The attacks surrounding what is often referred to as the
Russian equivalent of the G7 or Davos—the St. Petersburg
International Economic Forum (SPIEF)—were a highly symbolic
and coordinated drone offensive carried out by Ukraine to
disrupt Vladimir Putin's showcase event.

The SPIEF is an annual three-day event that historically
served as Russia's premier gathering to attract Western



investors, but since the invasion of Ukraine, it has
transitioned into a major propaganda tool for the Kremlin.
This year, the forum expected around 20,000 guests from 130
countries and featured a planned address by Vladimir Putin
to project an image of regional power and economic stability.
However, on the night between Tuesday and Wednesday, just
as the forum was being inaugurated, Ukraine launched a
massive attack deliberately designed to "spoil the party".

Ukraine launched a swarm of over 350 drones targeting the
cities of Moscow and St. Petersburg. A primary target was
a major oil terminal located in the Gulf of Finland in St.
Petersburg, which is one of Russia's largest storage and
export facilities. The psychological and physical proximity
of the attack was notable: the targeted o0il terminal is
situated a mere 17 kilometres away from the Expoforum
convention centre where the SPIEF was being held.

Images distributed on social media showed thick columns of
black smoke rising over the golden domes of St. Petersburg.
While the local Russian governor, Alexander Beglov, claimed
there were no fatalities, he acknowledged that several
pieces of infrastructure were damaged in the resulting
fires.

The Security Service of Ukraine (SBU) orchestrated these
attacks to puncture the "anti-aircraft bubble" and shatter
the illusion of security that the Kremlin attempts to sell
to the Russian public. The SBU pointed out the hypocrisy
of the forum's official motto, "Pragmatic dialogue: the
path to a stable future”, contrasting it with Russia's
ongoing aggression and recent missile strikes on Ukrainian
cities that left dozens of civilians dead.

By striking St. Petersburg on the exact day Putin inaugurated
his flagship forum, Ukraine sent a clear message that
Russia's deep rear is no 1longer safe. Ukrainian forces
defended the operation by stating that their campaign aims
to block the production and sale of oil and gas, warning
that as 1long as Russia chooses war over peace, the
facilities and petrodollars that finance its aggression
will continue to burn.

Key details on how this attack was executed and the magnitude
of the operation against St. Petersburg:

@ Very long-distance attack: The attack demonstrated
that geographical distance is no longer an obstacle for
Kyiv's forces. The oil terminal at the Greater Port of
St. Petersburg, located in the Gulf of Finland, is
situated 1,100 kilometers from the Ukrainian border.

@® Coordinated swarm and multiple targets: The operation
was not limited to a single point but was executed using



a massive "drone swarm." Ukrainian President Volodymyr

Zelensky confirmed that, in addition to the o0il
terminal, they managed to strike the Kronstadt
military base (located west of St. Petersburg) and

the Michurinsky Progress enterprise (a factory in the
Tambov region dedicated to the production of
precision weaponry components).

Direct and visible impact: The attack managed to
penetrate Russian defences, causing several explosions.
Russian social media was filled with images showing
thick columns of black smoke rising above the city's
historic golden domes. Faced with the evidence, the
Russian Governor of St. Petersburg, Alexander Beglov,
had to publicly acknowledge that "various"
infrastructures were damaged, although he stated that
there were no fatalities.

Prior knowledge of the terrain: This attack was not
by chance. Ukrainian forces already had the measure of
this strategic target, as in January 2024 they had
managed to reach this exact terminal with another
drone, causing a fire when it was shot down over it.

In summary, the attack was perpetrated by launching a swarm
of long-range drones that flew over a thousand kilometres
to execute simultaneous precision strikes against energy
infrastructure and military bases deep within the Russian

rear.
ik b
Long-Range Strike Near St. Petersburg
A coordinated drone swarm hit multiple targets: the St. Petersburg Oil Terminal, the Kronstadt military base,
and the Michurinsky Progress enterprise in Tambov Region.
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3. INTELLIGENCE EFFORT

Previous operations require an enormous quantity of
information in order to produce high quality and actionable
intelligence.

Gathering information on the anti-air defence system,
technical capabilities to track containers and drones,
knowledge of the installations, sources on the ground to
report before and after the actions were required to carry
out the operations. It means money, resources, time and
determination.

It’'s also worth noting that it is the SBU, the Ukranian
domestic intelligence service, the one in charge of carrying
out these operations. It mimics the FSB —also the Russian
domestic intelligence service— who is in charge of the
Russian near abroad (former USSR territories). It’s like a
joke but the SBU also considers Russia as its own near
abroad.

A document unveiled by the outlet VSQUARE (see annex), shows
reflections of the Directorate of Coordination, Analysis,
and Control of Activity of the First
Service(counterintelligence) of the FSB. The document
reveals information gathered between January and May 2024.

It highlights a significant surge in foreign intelligence
activities directed against Russian individuals with
access to state secrets across two periods. Here are the
specific numbers mentioned:

Overall Foreign Intelligence Actions

e 2017-2021: Russian security agencies detected 1,953
intelligence actions carried out by foreign special
services.

e 2022—Present (2024): The number of detected actions
grew to 2,874.

Ukrainian Intelligence Activity

e From 2022 to the present (2024), Ukrainian intelligence
services carried out 1,960 of the detected actions,
which accounts for more than 50% of the total.

e This figure represents a 7.5-fold increase in the
activity of Ukrainian special services compared to the
2017-2021 period.

Due to Western sanctions reducing foreign travel and
tightened security around state secrets, intelligence
services shifted heavily toward internet-based recruitment
contacts (online recruitment and targeting):



e Between 2022 and 2024, 3,457 <cases of internet
recruitment attempts were detected, reflecting a 5.5-
fold increase.

e The proportion of these online recruitment attempts out
of the total volume of detected intelligence actions
skyrocketed from 6% in 2017 to 90% at present.

e When looking solely at Ukrainian special services,
their use of online recruitment methods jumped from 20%
in 2017 to 98% at present.

Additionally, between January and May 2024, foreign
adversaries collected data on over 13,500 Russian citizens
via open-source intelligence (OSINT) and technical
communication channels. Out of these, 1,860 had access to
state secrets and 603 were military personnel from the
Russian Ministry of Defence.

Don’'t forget this is the FSB talking of the adversaries’
activities against their interests. It means that the
mentioned data are detected actions, and it means that the
universe of actions is larger.

Numbers mean that Ukraine has exponentially increased its
targeting and recruitment efforts. This is important because
the SBU at the beginning of the Russian invasion was heavily
penetrated by Russia. This increase reflects the cleansing
that has taken place and its positive results.

Given that the first period covers exactly 5 years (2017-
2021) and the second period covers approximately 2.5 years
(from early 2022 to May 2024, the date the report was
written), the recalculation yields the following picture:

Period 1 (2017 — 2021): 5 years in duration

e Total: 1,953 actions / 5 years = ~391 actions per year.

e Ukraine: 261 actions / 5 years = ~52 actions per year.

e The West: 1,692 actions / 5 years = ~338 actions per
year.

Period 2 (2022 — mid-2024): ~2.5 years in duration

e Total: 2,874 actions / 2.5 years = ~1,150 actions per
year.

e Ukraine: 1,960 actions / 2.5 years = ~784 actions per
year.

e The West: 914 actions / 2.5 years ~366 actions per
year (even if we were to round up to 3 full years, it
would be about 304 actions annually).



3.1 Conclusions

Ukraine has deployed an incredible effort to keep
Russia at bay. The effort is bearing fruit.

The West is keeping the activity level although the
number of targets present in the West has been
heavily reduced after the large number of expulsions
that took place between March and May 2022. They have
reduced in half the presence of Russian intelligence
services agents in the West. And the West has imposed
sanctions (travel ban).

Many government officials (diplomats and members of
the Presidential Administration) wused to spend
holidays in Spain or Italy and many own properties
in the West. They have changed those trips to Turkey
and other destinations which are still available in
line with Kremlin rules.

Despite those limitations the West has been able to
keep its level of activity trying to approach and
recruit Russian assets.

As the document notes, Western sanctions drastically
reduced Russian citizens’ foreign travel,
eliminating the United States’ preferred tactic of
intercepting and physically coercing them at borders
and airports. To maintain its level of activity—those
roughly 366 actions per year—the West had to carry
out a forced and successful transition toward
digital espionage, now relying on Open-Source
Intelligence (OSINT) and leaked databases.

4. CONSEQUENCES IN RUSSIA

The perception of insecurity in Russia has grown
significantly as Ukraine successfully brings the
consequences of the war directly into Russian territory.
Audacious long-range drone attacks, such as the strikes
targeting the St. Petersburg International Economic Forum
(SPIEF) and the massive Operation Spiderweb, were
deliberately orchestrated to puncture the Kremlin's "anti-
aircraft bubble". By striking deep within Russia's borders—
sometimes over 1,000 kilometres away —Ukrainian forces have
shattered the illusion of safety and the "quiet 1life" that
the Russian government attempts to project to its public.
These operations have generated a profound sense of
vulnerability across the country, demonstrating that the
logistics, fuel terminals, and military bases supporting the
aggression are no longer safe.



This rising tide of insecurity has deeply affected Vladimir
Putin, triggering severe paranoia and a drastic change in
his personal behaviour. A major turning point was the
assassination of Ayatollah Ali Khamenei in Tehran, which was
facilitated by Israeli intelligence hacking into 1local
traffic cameras and using artificial intelligence to track
his movements.

Terrified that foreign intelligence could similarly hijack
Russia's own vast surveillance apparatus to target him,
Putin took extraordinary precautions. Russian security
services were forced to shut down parts of the special
surveillance system protecting the president and his
closest aides, only turning it back on after engineers
worked to hermetically seal it off from the internet to
prevent third-party hacking.

Driven by an escalating fear of a drone assassination or
even a coup d'état, Putin has retreated into extreme
isolation. He is reportedly spending far more time inside
underground bunkers than in his official Kremlin office.
Furthermore, he has imposed draconian restrictions on his
immediate entourage to prevent any digital footprint that
could reveal his exact location. Close collaborators,
including bodyguards, cooks, and photographers, are strictly
prohibited from wusing public transport, and they are
forbidden from carrying mobile phones or any internet-
connected devices while in his presence.
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5. ANEXO. FSB DOCUMENT (VSQUARE).

CoBepLueHHO ceKkpeTHO

(n. 1.34 MNepeyHa - npuka3 Ne 0180 -2022 r.)

OB30P

NPAKTUKMN  BbIIBIEHMA  Pa3BeAblBaTE/IbHbIX aKUMA B  OTHOLIEHMUM
ceKkpeToHocuTenem no 3aKpeNNEeHHbIM 3a rON0BHbIMMU
nogpasgenenmamm  O®Cb  Poccum chepam geatenbHOCTU, B TOM YuUcae
BepbHOBOYHbIX BbIXOA0B MO ceTn MHTepHeT

Bo wucnonHeHue pewenna [Aupektopa PCb Poccmm ot 15.01.2024

Ne 16/2/753 1 Cnyxboih ®CB Poccm COBMECTHO C TOOBHbIMM
nogpasgenenHmamu ®Cb Poccmm nposeaeH aHanu3 NPaKTUKWU BblABIEHUA
pa3Be/blBaTE/IbHbIX aKUWIA MO 3aKpenseHHbIM chepam AeATEeNbHOCTU, B
TOM yuncne BepboBOYHbIX BbIXOA0B NO ceTU MHTepHeT.

Pe3ynbTatbl CBMAETENBLCTBYIOT, 4YTO nocse Havana CBO o¢uKcupyetca
MHOTOKpPATHbIA POCT KOIMYECTBA Pa3BeAblBATE/IbHbIX aKLMN MHOCTPAHHbIX
cneucny»6 B OTHOLWEHUU CEKPETOHOCUTENEN.

B nepuog e 2022 roga no HactosAuwee BpemMsi opraHamm 6e30macHOCTU
BblABNIeHO 2874 pa3BenblBaTE/NIbHbIX AKUMM MHOCTPAHHbIX CNEUCyKo,
Torga Kak e 2017 no 2021 rr. Tonbko 1953 passegbiBaTesibHble aKUUK
NPOTUBHUKA.

YCTaHOBNEHO, 4YTO B VYKasaHHbIA Nepuos Haubonbllee KONMYECTBO
pa3Be/blBaTe/IbHbIX aKLni B OTHOLUEHUM CeKpeToHOoCUTenemn
ocyLLecTs/ieHo cneycnykbamu YkpauHbl - 1960, yto coctaBnAet 6onee
50 % oT 06uwero nx yncna u CBUAETENbCTBYET 06 YBENMYEHUM aKTUBHOCTH
YKPanHCKMx cneucnyxb B 7,5 pa3 B cpaBHeHunun ¢ 2017-2021 rr.

ObbekTamm pa3BedblBATE/IbHbIX YCTPEMAEHUM cneucnyXb YKpauHbl
ABNANUCL BOeHHocayXawwme BC Poccun, pabotHukum OIMNK u apepHo-
OpYyXenHoro Komnsekca, 06 beKTOB onepaTMBHOro obecneyeHnn No AMHUN
«M», cotpygHuku OIBY, KOC u aunnomaTtvyeckoro Kopnyca, cdepbl
TPAHCMOPTa, NpPeacTaBUTENINM HAy4YHOM M 06pa3oBaTeNbHOM M OTPACAM
«CBA3bY.

Ha KaHane Bble3ga 3a rpaHuLy pa3BebliBaTe/ibHble aKUMK OCYLLLECTBAANNCD
cneucnykb6amm CLLUA n nx cotozHnkos no HATO K anuyam:

- Haxo4Aawnmca B ONTNTENTbHbIX nmbo KPaTKOCPOYHbIX



3arpaHKOMaHAMPOBKaXx;

- TPYAOYCTPOEHHbIM B POCCUMUCKMUX OpraHM3aumsax, MonaBLInX Noj
CaHKLUMK, M OCBEAOMNEHHbIX B «4yBCTBUTE/IbHOW» MHGOPMaLUN.

C60p [AaHHbIX B OTHOWEHWUW MNPEACTABAAWMX MHTEpPEeC rpakgaH PO
BEAETCA MPOTMBHMKOM C MCNO/MIb30BAaHMEM areHTYpHOro anmnapara,
MOHUTOPUHIA  OTKPbITbIX  UCTOYHWUKOB,  3/IEKTPOHHbIX  OTPac/eBbIX
M KOPNOpPaTUBHbIX PECYPCOB.

Cneucnyx6bbl CLUA, ucnonb3ys uHPoOpmauutio cuctem OPOHUPOBAHUS
6UNeToB, rOCTUHUL, U PErUCTPALMMN Ha MEXAYHAPOAHbIX MEepPOoNnpUATUAX,
OTCNEXUBAOT NpUbbITUE NPeaCTaBAAOWMNX Pa3BeabliBaTe/IbHbIN MHTEpeC
POCCUMCKUX TpaxaaH u 3abnaroBpemMeHHO CO034alT YCA0BMA MO WX
BEPOOBOYHOMY  M3YYEHMUIO. Mpuopwutet oTgaeTcA nMuam,
HEOAHOKPATHO BbIE€3XKAOLWMM B C/1yKebHble KOMaHANPOBKM.

Ana YCTAaHOBJIEHNA JINYHbIX KOHTAKTOB aMeEPUKaHCKUe CI'IeLI,CHY)K6bI

MCNOJZIb3YKOT MYHKTbl MNOrPaHMN4YHOIo U MUTPAUUMOHHOIO KOHTPO/ZIA B
asponopTax C npussie4eHnem mecCTtHOro nepcoHana.

MpyM NPOXOXKAEHMN MNOFPAaHUYHOrO KOHTPOAS O0ObeKTbl BepHOBOYHOWM
pPa3paboTKM NOABEPraroTCA «KECTKOMYy» A0MNpOocy O npodeccuoHaIbHOM
chepe OeATeNbHOCTU, BKAKOYAA NPUHYAUTENbHbIM cbop BuomaTtepuana,
N3bATUE OOKYMEHTOB, CPEACTB CBA3U U BbIYUC/IUTENbHOM TEXHUKK, A TAKXKe
nctpeboBaHMe MaAPONbHO-IOTMHOBLIX KOMOWHAUWIKA K YyCTpOMCTBaM U
NOYTOBbLIM YYETHbIM 3aMUCAM.

Bepbyembim  npeanaratoTcA  KOHKPETHble  ¢GOpMbl  MOOLWPEHUA 33
KOHPUAEHUNANbHOE  COTPYAHMYECTBO, Hanpumep, coaencTeme B
NONYYEHUN aMEPUKAHCKOM BU3bI, TMOO OKa3bIBAaeTCA AaB/IEHME C YIPO30M
aHHyMpoBaHMA BM3. [locne BCECTOPOHHEro aHanAM3a JIMYHOCTHOrO
M noBeAeHYeCcKoro  npodunen  oO6BEKTOB  3aMHTEPECOBAHHOCTU
NPUHUMAETCA peLleHne O LenecoobpasHOCTU AanbHelwen pa3paboTku, B
TOM Yncne BepboBKMU.

B ycnoBumsx BbI3BAHHOrO CAHKUMOHHOW MOJMTUKOM CTpaH 3anaja
COKpPALLEHUA 3apybeXKkHbIX MNOoe3g0K CEeKpPeToOHoCUTenelr B CTpaHbl

HATO, a TaKKe VYXKEeCTOYEeHUA PEeXUMHbIX mMep B 061acTM 3aWmThl
rocygapCTBEHHOM TaMHbl, OTMeYaeTca Bo3pactaHue bonee yem B 5,5 pas
ymncna BepboBOYHbIX BbIXOAOB Ha CEKpeToHOocuTenen no cetu NHTepHer,
KoTopbix ¢ 2022 no 2024 rr. BblABNeHO 3457  dakToB.
Ux pona B obuem obbeme BbIBNEHHbIX pPa3BeAbliBaTe/ibHbIX aKLUMA



Bo3pocna ¢ 2017 ropga Ao HacrtoAwero BpemeHn ¢ 6 % go 90 %,
NPUMEHUTENIbHO K YKPaMHCKUM cneucny>kbam - ¢ 20 % ao 98 %.

B 2024 roay NpOTUBHUK CKOPPEKTUPOBAN TAaKTUKY NMOUCKOBO-BEPHOOBOYHOM

peatenbHocT™M. Tak, B 5  pas  yBe/AMYMIOCb  KONMYECTBO
NepcoHNPUUMPOBAHHbIX 30HAMPYHOLLMX N BepbOBOYHbIX
BbIXOA0B Ha Ob6bEeKTbl  pa3BeablBaTENbHOIO
NHTEepeca B WHTepHeT-mecceHa)epax, a MaccoBble
TenedoHHble 3BOHKM MU Cnam-paccbiNKku C

NPeaNoXeHUAMN COTPYAHMYECTBA WM NPeAocTaBieHna MHPopMaLmm
POCCUMCKMM  CEKPETOHOCUTENAM,~  COTPYAHMKaM OOBEKTOB  CBA3M,
TpaHCMopTa W MPOMbILW/IEHHOCTN, BOEHHOCAYXalWMM, COCTOAWMM B

BMPTYa/IbHbIX TEMAaTUYECKMX rpynnax Ha nnatpopmax
«BKOHTaKTeY, «OAHOKNACCHMKMY NPpUOBPenn arpeccuBHbI
XapakTep 7 OCYLLEeCTBAAOTCA C

NO3ULMN MNOAKOHTPO/IbHbIX CReucay:Kbam YKpauHbl T.H.
«MOLLUEHHUYECKUX KONN-LLEHTPOBY.

MocnegHU npuem, No HalWMM OLLEHKaM, HanpaBs/ieH A/1a OTBAEYEHUA CU/I

M  CpeacTB KOHTpPpasBeAblBaTe/IbHbIX MOAPA3AeNEHUN, MACKMPOBKM
YCTPEMNEHWNIM K UCTUHHBIM 06 beKTaM pa3paboTKu.

Ona  noucka W u3ydyeHns oOBEKTOB  BepbBOBOYHOrO  UHTepeca
nHocneuenyXbbl  aKTMBHO  MNPUMMEHSOT  COBPEMEHHblE  METOAMKMU
pa3BeaKM NO OTKPbITbIM MCTOYHMKAm pAaHHbIX (OSINT) n UHTepHert-
cepBuCbl «nNpobuBa», cogeprkawme NepcoHabHble N KOHTAKTHbIE AaHHbIX
rparkaaH Poccum (agpeca paboTbl, PEKBU3UTLI CPEACTB CBA3M, HOMepa
aBTOTPAHCNOPTA M T.MN), OCYLLECTBAAT MOHUTOPUHT NEPENUCKM YHACTHUKOB
OECTPYKTUBHbBIX W WHbIX MNPeACTaBAAWMX ONepaTUBHbIA  UHTEpPEC
BUPTYaIbHbIX FTPYNN B COLMANbHbIX CETAX U MIHTEPHET-MecCeHaKepax.

Mo wumerowmmea B 1 Cnyxkbe @OCB  Poccum  matepmanam, B
AHBape-mae 2024 ropa npoTuBHUK ocywectBaan cbop B OTKC gaHHbIX.

B oTHOowWweHMn 6onee 13500 rpaxaaH Poccuun, ns kotopbix 1860 saBnatoTca
cekpeTtoHocutenamm, 603 - BoeHHocayKawmmmn MO PO.

B xone YCTaHOB/1IEHUA KOHTAKTOB NPeacTaBUTE/TU CI'IELI,CIIY)-K6 praMHbII

- AEMOHCTPUPYIOT OCBEAOMNEHHOCTb O buorpadmuyeckmx
[aHHbIX U POACTBEHHbIX CBA3AX 06bEKTA MHTEPECA, NPeaNaraloT AeHeXHoe
BO3Harpa)kAeHMe 3a  NpeaocTaBieHne  MHPopmaLMK,  OKasbiBaloT
NCUXONOTMYECKOE  [aB/ieHMe  MNyTeM  3anyrMBaHuMA  BO3MOMKHbIMMU
COOOLEHNAMN B POCCUINACKUE MNPABOOXPAHUTE/IbHbIE OpraHbl O SAKOObI
MMEBLLMX MECTO paHee dpaKTax Nepeaaym YyKPauHCKOM CTOPOHE CeKPETHbIX



maTepuanos, nybanKaumen cBeaeHUM KOMMNPOMETUMPYHOLWErO XapaKTepa,
YrpPO3aMu KU3HU 1 300P0OBbIO;

- NPMMEHAT  MeToAbl COUMANbHOM  UHMKEHepun  Ana
NONyYEHMA CKPbLITOTO YAANEHHOro AO0CTyna K akKayHTaM MeCCeHKeposB
POCCUMCKMX TPaXAaH, HaxoaAawuxca B BepOOBOYHOM M3yYEHUW, Npexae
BCero ObIBIWIMX W AeNCTBYHOLWMUX CeKpeToHocuTenem obbektoB OMK un
BOoeHHocnyXawmx MOPO;

- NCNO/Mb3YOT MOLEHHUYECKME CXEMbI ONA MHULUMUPOBAHMUA
nepeBoaa rpaxkgaHamm  Poccum  OeHeXHbIX  CpeacTB  Ha  cyeTa,
MCNoNb3yemMble AN NOAMNEPHKKU BOMHCKUX POPMMPOBAHUIN YKpauHbI C
nocneayrowmm nobyKaeHNEM UX K OCYLIECTB/IEHUIO pa3BesblBaTe/IbHbIX
WNU OMBEPCUMOHHbIX aKUMW MNog Yrpo3oW nepenayn cBeaeHUMM o ¢daKre
«dunHaHcupoBaHuma BCY» cneycnyxbam PO.

OTtmeyaem, 4TOo nogasnArowee 60NbWKMHCTBO Pa3BeablBaTE/IbHbIX AKLNM
BCKpbiTo OBB (68 npoueHTOB OT o06WEro 4ucna) B pesyabraTte
MHULMATUBHbIX 0OpaLleHUA B opraHbl 6@30MacHOCTU BOEHHOC/YKALLUUX O
BbIXO4AX Ha HMUX MHOCTPAHHbIX Cheucayxb, 4to CBUAETENbCTBYET O
BbICTPOEHHOM 3PPEKTUBHOMN CUCTEMHOW NpodunakTnyeckon paborte Ha
obbektax MOP®. Mpu 3tom c Hayana CBO yKasaHHaA TeHAEHUMS
npocnexmaerca Hambonee ABHO.

Bmecte ¢ Tem aHanus aobbiBaembix 1 Cnyxxb6on ®Cb Poccun ceepenmin 06
00bEKTaxX YCTPEM/IEHUA MPOTUBHUKA CBUAETE/NIbCTBYET O TOM, YTO A0S
BOEHHOC/YXKaWMX 8 nx obbeme He npesbiwaeT 30 npoueHToB. Monaraem,
YyTo AaHHOe  06CToATeNnbCTBO  ABAAETCA  CNEeACTBMEM  MMEIOLLUXCS
HeJ0CTaTKOB.

B OpraHu3aumm npodunakTnyeckom pabotbl Ha 0O6BEKTAX OMNEPaTUBHOTO
obecnevyeHns TOBb, ocnabneHnAa MeEXKAMHENHOTO B3aMMOAEWUCTBUA W
KOOPAMHUPYIOLWEN pPOAM  KOHTPpPA3BeAblBaTeNbHbIX  MNOAPA34ENEHN.
HeogHOKpaTHO B pe3ynbTaTe pPa3paboTKM  aKKayHTa NPOTUBHMKA
BbIAB/ANMNCD

mMmaccoBble BepbOBOYHbIE W 30HAMPYHOWME BbIXOAbl HA COTPYAHMKOB
npeanpuATUN

OMNK, B oTHoweHnn KoTopbix TOB Heckonbko mecsaueB MHGoOpPMaLMEN He
pacnonaran.

Kpome 3TOro wu3yyeHMe OTYETHbIX MATEpPMANIOB [MOKa3blBaeT, 4TO
nonyd4yaemaa CamMoOCTOATE/IbHO Ha MeCTax MHCI)OpMaLI,Mﬂ O ceTeBblX
pPeKBU3NTaAX



CeKpeToHOoCUTeNEeM N UHbIX COTPYAHWUKOB PEXKMMHbLIX OOBEKTOB, a TaKKe
0b6beanHAIOWMX UX TPYNN B pAAe CAy4aeB NacCMBHO HaKaMN/MBaEeTCA U He
334€eiCcTBYyeTCA B MOMCKOBbIX MEPONPUATUAX ANA BbIABAEHMA NMPU3HAKOB
NOMCKOBO-BEPOOBOYHOM  AEATENBHOCTU  MHOCMeUcny»K6.  MonbITKK
nepexsaTa

YCTPEM/IEHUIA MNPOTUBHMKA W TEXHMYECKOTO MPOHMKHOBEHMS Ha €ero
cpencTea

KOMMYHWKaLUUN HOCAT pparMeHTapHbIN XapaKTep.

B oTgenbHbIx cnydaax cBegeHMs o6 obpaweHuax € npU3Hakamu
BepbOBOUYHbIX N 30HAMPYOWMX BbixogoB noctynatoT ns TOb B 1 Cnyxby
dCb

Poccum co 3HauYUTENIbHbIMU BPEMEHHbIMU 3a4eprKKkamm,
YTO HE NO3BOJIAET CBOEBPEMEHHO BbIAB/IATL 06 BEKTbI 3aUHTEPECOBAHHOCTU
MHOCMEeLUCNYKD, KynMpoBaTb NX BEPOOBOYHbIE BbIXOAbl, CO34aBaTb YCA0BUA
ana nposegeHuA BCTPEYHOM pa3paboTku n nposegeHnA
KOHTppa3BeablBaTe/IbHbIX...

ans npoBeaeHus BCTPEYHOM pa3paboTku 7 nposeaeHuns
KOHTPpPa3BeAblBaTe/IbHbIX MEPONPUATUIA.

C y4yeTOM M3N10XKEHHOFO HEOBXOANMO:

1. AKTMBM3NPOBATb  NPodMNaKTUYECKYyD paboTy Ha  obbeKkTax
KOHTppa3BeAbiBaTe/IbHOM  3aWMTbl, 0bOecneynTb aKTyalbHbIA  y4yeT
BMPTYa/ibHbIX TPYNn W COODOLLECTB PEXMMHBLIX OPraHu3auun, YCUIUTb
areHTYPHbIN KOHTPO/b 33 AENCTBUAMM UX Y4aCTHUKOB M aAMUHUCTPATOPOB,
a TaKXKe MEeXNMHENHOe B3aMMOAENCTBME HA MAaHHOM HanpaBaeHWUU
onepaTUBHO-CNYKebHON AeaTenbHOCTU. UHPOpmMauuio o npoBeAeHHbIX
MEPONPUATUAX U UX pe3ysibTaTax BK/OYATb B OTYETHbIE MmaTepurasnbl No K1
«[laccaxk».

2. NHpopmumpoBate 1 Cnyxby PCb Poccum o0  Hanmumu
onepaTUBHbIX NO3UUKMIMA B MHTepHeT-cepBucax OSINT m «npobuBa» ans
nocneayrowero COBMECTHOIO BbIAB/MIEHMA UM Pa3pabOTKM  aKKAyHTOB
npeacTaBuTenem MHocneucayKob.

3. OpraHu3oBaTb HaKonjeHue cBeaeHUM 06 yyacTHMKax
MPOYKPAMHCKMUX U WMHbIX  OECTPYKTUBHbIX  MHTepHeT-coobuwects u
MCNONb30BaTb MX npwu npoBeAeHUM aBTOMaTU3NPOBAHHOIO

CpaBHUTENBHOTO dHa/n3a c PEeKBU3INTAMUA cpeacTs CBA3U



CEKpeToHocuTene (B TOM 4YMUCie BOEHHOC/YMKAWKUX) M pe3yabTaTamu
KOHTppa3BeAblBAaTe/IbHOrO MOMCKA Ha TEeXHUYECKUX KaHanax CBA3MW.
[06bITble MaTepuanbl TakKe Hanpasnatb B 1 Cnhyxkby ®Cb Poccumn ansa
yyeTa B BeAyLMXCA MNOACOOHbIX MHDOPMALMOHHbIX

-MaccmBax.

OaHoBpemeHHO coobuaem, Yyto 060b6LEHHbIE cBeAEHMS 006 y4yaCTHUKax
NecTpYKTUBHbIX «Telegram»-kaHanoB HeobxoamMmo nony4nTb 13 LIB/A.

YKAKZ, 1 Cny»Kb6bi
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