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1. INTRODUCTION 

This memorandum analyses the latest developments in the 

world of intelligence. The material covers Russia-Ukraine 

military activity, Russian and Russia-linked intelligence 

pressure in Europe, cyber and telecom surveillance risks, 

selected U.S. legal and institutional developments, and 

wider military-technical concerns involving Iran, China, 

Armenia, and foreign fighter recruitment. 

2. RUSSIA-UKRAINE OPERATIONS 

Sources portray an active and technologically adaptive 

battlefield. Ukrainian intelligence reportedly stated that 

Russia used Belarusian territory to launch signal-relay 

balloons intended to extend drone operational range against 

Ukrainian cities. One such balloon reportedly crossed into 

Ukrainian airspace on May 2, coinciding with Russian drone 

strikes. This is a significant claim because it would 

indicate Belarusian territory remains operationally relevant 

to Russian strike campaigns beyond conventional basing or 

staging functions. 

Ukraine is also reported to be targeting Russian military 

enablers. Ukraine's Unmanned Systems Forces reported the 

destruction of two Russian air defence systems and two 

radars in early May, and 38 Russian air defence systems in 

April. Ukrainian Special Operations Forces reportedly 

struck a Russian missile corvette at Primorsk, damaging 

infrastructure and preventing deployment of eight Kalibr 

cruise missiles. These claims indicate an effort to degrade 

Russian layered defences, maritime strike capacity, and 

surveillance coverage. 

Sources also report Ukrainian pressure against Russian 

territory and infrastructure. A drone strike occurred near 

the Kremlin before the May 9 Victory Day events, and 

Ukrainian strikes on Russian oil facilities reportedly 

caused at least $7 billion in losses since the beginning of 

2026, according to President Volodymyr Zelenskyy.  

Chronology of Reported Security Developments 

DATE EVENT SIGNIFICANCE 

August 2024 Ukraine's 

incursion into 

Russia's Kursk 

Oblast is 

referenced as a 

prior benchmark 

for Russian 

Provides context 

for later 

territorial 

assessments, but 

sources do not 

provide the 

underlying 



territorial-loss 

trends. 

comparative 

methodology. 

April 2026 Ukraine reported 

eliminating 38 

Russian air 

defence systems; 

the Institute for 

the Study of War 

reportedly 

assessed Russian 

forces had a net 

territorial loss 

of 116 square 

kilometers. 

Suggests possible 

Russian defensive 

attrition and 

reduced 

operational 

momentum if the 

figures are 

accurate. 

Since beginning of 

2026 

President 

Zelenskyy 

reportedly stated 

Ukrainian strikes 

on Russian oil 

infrastructure 

caused at least $7 

billion in Russian 

losses. 

Indicates Kyiv's 

claimed economic-

cost strategy, 

though the loss 

calculation is not 

independently 

validated in 

sources. 

May 2, 2026 A relay balloon 

reportedly crossed 

into Ukrainian 

airspace during 

Russian drone 

strikes. 

Supports the 

reported 

Belarusian relay-

balloon issue. 

May 3, 2026 A Russian drone 

strike reportedly 

hit a bus carrying 

children near 

Dnipro, injuring 

six people, 

including a child 

and a pregnant 

woman. 

Highlights 

continuing 

civilian exposure 

to Russian drone 

operations. 

Before May 9, 2026 A drone strike 

occurred near the 

Kremlin, and 

Moscow imposed 

mobile 

communications 

restrictions ahead 

of Victory Day 

events. 

Signals Russian 

homeland security 

concerns and 

heightened 

information-

control measures 

around a 

symbolically 

important event. 



May 2026 Sweden launched 

its first military 

reconnaissance 

satellite, and the 

U.S. Congress 

passed a 45-day 

extension of FISA 

Section 702. 

Shows parallel 

Western investment 

in intelligence, 

surveillance, 

reconnaissance, 

and legal 

collection 

authorities. 

3. EUROPEAN COUNTERINTELLIGENCE 

PRESSURE AND RUSSIAN DOMESTIC 

SECURITY TIGHTENING 

Sources present multiple indicators of intensified 

counterintelligence activity in Europe. Austria reportedly 

expelled three Russian diplomats suspected of espionage, 

and the Austrian Foreign Minister reportedly linked the 

Russian embassy in Vienna to significant signals 

intelligence activity. Latvia's State Security Service 

reportedly arrested four Latvian citizens suspected of 

working for Russian intelligence. The Latvian matter 

remains at the level of suspicion in sources, with no 

adjudicated findings provided. 

Inside Russia, sources describe intensified state security 

control. Russia reportedly recorded a 460% increase in 

treason convictions over the past two years. Moscow imposed 

restrictions on mobile communications ahead of the May 9 

Victory Day parade, citing security concerns. These 

indicators are consistent with a state emphasizing internal 

threat management, counterintelligence pressure, and control 

of the information environment. 

The appointment of Colonel General Alexander Chayko as 

commander-in-chief of Russia's Aerospace Forces is also 

reported. Sources states that Chayko had previously been 

sanctioned by the European Union for his alleged role in 

the Bucha massacre. The appointment, if accurately reported, 

would suggest continuity in senior Russian military 

leadership despite Western sanctions. 

Fears of potential assassination attempts have led to 

heightened security measures for President Putin, 

including surveillance of staff and restrictions on their 

communications. This reflects growing internal tensions 

and concerns about loyalty within the Russian elite. 



4. CYBER, TELECOM SURVEILLANCE, AND 

INTELLIGENCE-AUTHORITY DEVELOPMENTS 

The cyber and surveillance reporting is broad but unevenly 

evidenced in sources. The Iran-linked 313 Team was 

implicated in DDoS attacks against Western social media 

platforms, including Bluesky and Mastodon. The nature of 

the group's linkage to Iran is not specified, making the 

attribution analytically weak beyond the report's 

description. 

Citizen Lab reportedly found that Israeli telecom 

infrastructure was weaponized for global surveillance 

through telecom protocol vulnerabilities. This is a 

potentially significant technical claim, but sources do not 

identify the protocols, affected countries, vendors, 

targets, or indicators of compromise. 

The U.S. cyber-defence and intelligence-authority picture 

is mixed. CISA reportedly lost approximately 1,100 

personnel during a recent U.S. government shutdown, which 

could degrade cyber defence and critical infrastructure 

readiness if the losses are durable. Separately, the U.S. 

Congress passed a 45-day extension of FISA Section 702, 

preserving a legal authority for warrantless surveillance 

of non-U.S. persons. Sources also report a DOJ indictment 

of former FBI Director James Comey and characterize the 

broader context as aggressive prosecutions, but the 

evidence for politicization is limited in the provided 

material. 

Cyber and Surveillance Evidence Matrix 

ISSUE INDICATOR ASSESSMENT 

313 Team DDoS 

activity 

The group was 

implicated in 

attacks against 

Bluesky and 

Mastodon and 

described as Iran-

linked. 

The DDoS claim is 

reported, but the 

Iran linkage is 

weak in sources 

because the nature 

of the connection 

is not specified. 

Telecom 

surveillance 

through Israeli 

infrastructure 

Citizen Lab 

reportedly found 

weaponization of 

telecom 

infrastructure via 

protocol 

vulnerabilities. 

Potentially 

significant, but 

sources omit 

protocols, 

targets, 

countries, 

vendors, and 

technical 

indicators. 



CISA personnel 

losses 

CISA reportedly 

lost approximately 

1,100 personnel 

during a recent 

U.S. government 

shutdown. 

Could affect cyber 

readiness, but 

sources do not 

clarify dates, 

roles lost, or 

whether losses 

were permanent. 

FISA Section 702 

extension 

The U.S. Congress 

passed a 45-day 

extension. 

Indicates 

continuity of 

collection 

authority, while 

leaving broader 

civil-liberties 

and oversight 

issues unresolved. 

DOJ prosecution 

concerns 

Sources reports an 

indictment of 

James Comey and 

characterizes a 

new phase of 

aggressive 

prosecutions. 

The politicization 

assessment is 

weakly supported 

in sources because 

it provides 

limited evidence 

beyond the 

reported 

indictment. 

5. WIDER MILITARY-TECHNICAL AND INFLUENCE 

VECTORS 

Sources identify several developments outside the immediate 

Russia-Ukraine battlespace that may affect the wider 

security environment. The European Union is reportedly 

deploying a mission to Armenia to counter Russian 

influence and interference ahead of elections. The report 

also states that Russia is likely to escalate intelligence 

operations in multiple European countries as EU anti-

Russian advisory missions expand. 

U.S. officials reportedly raised concerns about Chinese 

shipments of dual-use materials to Iran. Separately, 

Iranian opposition leaders alleged that the Islamic 

Revolutionary Guard Corps is increasing drone transfers to 

Europe using clandestine assembly workshops. These are high-

impact claims, but no details on materials, companies, 

routes, quantities, locations, seizures, or corroborating 

intelligence have been provided. 

The reported return of eighteen Peruvian citizens allegedly 

misled into fighting for Russia in Ukraine raises possible 



indicators of coercive recruitment, trafficking, or 

irregular foreign-fighter pipelines. Sources does not 

provide recruitment mechanisms, contractual details, or the 

identities of intermediaries, so the finding should be 

treated as a prompt for further inquiry. 

6. CONCLUSIONS 

Sources depict Russia-related security pressure as 

multidomain: kinetic operations against Ukraine, alleged 

Belarus-enabled drone support, European espionage concerns, 

domestic Russian counterintelligence tightening, cyber 

disruption, and influence competition in the post-Soviet 

space. 

Ukraine appears to be pursuing a counterstrategy focused on 

degrading Russian air defences, radars, naval missile 

capacity, robotic systems, and oil infrastructure. The 

reported scale of Russian losses, especially the $7 billion 

oil-infrastructure figure, should be treated as attributed 

Ukrainian messaging unless independently verified. 

Belarus is a recurring operational concern. Some sources 

report Russian use of Belarusian territory for signal-relay 

balloons, while other cites Ukrainian concern about 

Belarusian military infrastructure that could support 

Russian offensives. This alignment is significant from an 

analytical perspective, as it heightens the likelihood of 

Belarus becoming actively involved in the conflict—a step 

Lukashenko has thus far managed to avoid. 

European counterintelligence exposure remains prominent. 

Austria's expulsion of Russian diplomats and Latvia's 

arrests of suspected Russian intelligence collaborators are 

consistent with sustained Russian collection activity in 

Europe, but the Latvian case remains unproven in the provided 

material. 

The cyber and surveillance material indicates a broad threat 

environment. The Citizen Lab telecom-surveillance claim and 

313 Team DDoS reporting merit attention, but neither is 

sufficiently detailed in sources to support independent 

technical assessment. 

If Ukrainian deep-strike activity near Moscow and against 

Russian oil infrastructure continues, Russian authorities 

are likely to combine visible homeland-security measures 

with tighter communications controls and intensified 

counterintelligence prosecutions. This assessment is 

grounded in the reported mobile restrictions before Victory 

Day, the reported rise in treason convictions, and the 

symbolic sensitivity of attacks near the Kremlin. 



Russia is likely to continue using Belarus as an operational 

depth area where politically feasible, whether for strike 

support, infrastructure staging, or pressure signalling. It 

remains to be seen if further information allows to assess 

the scale or immediacy of a renewed northern-front threat. 
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