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1. OVERVIEW

In recent years, the shadow war between Russian intelligence services and
Western democracies has played out in embassies, courtrooms, and cyberspace.
But one of its most audacious fronts was quietly assembled in South America, far
from the geopolitical theaters of Ukraine or NATO headquarters. Brazil, known for
its hospitality and cosmopolitanism, became the unlikely staging ground for a
network of Russian “illegals” — elite undercover agents trained to live under
deep-cover identities for years, even decades.

2.STORY

(Last may) Following leads provided by the USIC (United States Intelligence
Community) Brazilian authorities, working with foreign intelligence agencies,
have dismantled what can be described as one of the most sophisticated
operations of its kind since the Cold War. These were not ordinary spies. They
were building full-fledged lives — opening businesses, marrying locals, enrolling
in prestigious universities, and raising cats — all under meticulously crafted
identities rooted in Brazilian documentation.

It began, as these stories often do, with one man. Sergey Cherkasov, traveling
under the name Victor Muller Ferreira, was arrested in Brazil in 2022 after being
denied entry into the Netherlands, where he was about to begin an internship at
the International Criminal Court. His downfall was the first domino. Despite
carrying an authentic Brazilian passport, voter registration, and military certificate,
his entire identity was built on a fabricated foundation. This revelation triggered
what would become Operagcao Oriente — Operation East — Brazil's deep dive
into its own population registry in search of more "ghosts."

The Federal Police discovered at least nine Russian officers operating under
Brazilian identities. Some were already gone by the time the investigation gained
traction. One, Artem Shmyrev — alias Gerhard Daniel Campos Wittich — had
vanished from Rio just days before his planned arrest. Known for his obsessive
work ethic and polished Portuguese, he ran a successful 3D printing company
that serviced clients like TV Globo and the Brazilian military. Behind the scenes,
he was bored, disillusioned, and yearning for a real mission, as revealed in text
messages to his Russian wife — also a spy, stationed in Greece.

Others were more elusive still. A couple, known in Brazil as Manuel Francisco
Steinbruck Pereira and Adriana Carolina Costa Silva Pereira, had set up an
antiques business in Rio before relocating to Portugal in 2018. There, they quietly
transitioned from Brazilian to Portuguese citizens, helped along by documents
establishing Portuguese paternity. They built their “legend,” as intelligence
agencies call it, step by step: registering their marriage, presenting forged
documents before civil registrars, and gradually embedding themselves in
Portuguese society. They even settled in the Bonfim neighborhood of Porto, living



unremarkable lives — until foreign intelligence services tipped off Portuguese
authorities.

The exposure of these operatives dealt a strategic blow to Moscow’s illegals
programme. Not because arrests were made — most of the spies had already
fled — but because their covers were irrevocably burned. Once a deep-cover
agent is exposed, they cannot simply change clothes and identities. Their
usefulness to the Kremlin ends the moment their picture circulates through
Interpol or Western intelligence databases.

That is exactly what Brazil did. In a savvy countermove, Brazilian authorities
issued Interpol blue notices, charging the agents not with espionage — which
could be politically delicate — but with the more legally defensible crime of using
fraudulent documents. The goal was simple: ensure these operatives could never
safely travel again. Uruguay followed suit with similar alerts, linking some of the
suspects to recent Russian intelligence activity in Latin America and southern
Africa.

Despite these efforts, only Sergey Cherkasov remains in custody. He is serving
a reduced five-year sentence in Brazil for document fraud. Russia, in an apparent
attempt to retrieve him, claimed he was a drug dealer and sought extradition.
Brazilian prosecutors countered that the very claim justified keeping him
incarcerated longer, for investigative purposes.

The rest of the spies are either presumed to be back in Russia or laying low
somewhere under new identities. But the damage to Moscow’s network is done.
Their “legends” are shattered, their operations exposed, and their movements
closely tracked by every major security agency in the Western hemisphere.

This scandal doesn’t just reveal the ingenuity of Russia’s intelligence operations.
It exposes the vulnerabilities in global civil registry systems and the ease with
which a determined actor can infiltrate entire societies by exploiting bureaucracy.
The story of Russia’s Brazilian illegals is one of ambition, deception, and
ultimately — exposure.

And as this chapter closes, the intelligence world is left with a sobering question:
how many more "Brazilians" out there are, in truth, serving someone else?

3.SUMMARY OF UNMASKED RUSSIAN ILLEGALS

Real Name Fake Brazilian Countries Outcome
Name Involved

Sergey Victor Muller Brazil, Arrested in Brazil;

Cherkasov Ferreira Netherlands, serving 5 years

USA for document
fraud

L CIISHTN\ GV Gerhard  Daniel Brazil, Malaysia Escaped,;
Campos Wittich presumed in



Russia; exposed
via Interpol notice

Viadimir Manuel Francisco Brazil, Portugal Identity cancelled
Aleksandrovich ESiCIleol¥[e s in Portugal; fled to
Danilov Pereira Russia
Yekaterina Adriana Carolina Brazil, Portugal Identity cancelled
Leonidovna Costa Silva in Portugal; fled to
Danilova Pereira Russia
Aleksandr Eric Lopes Brazil, Middle Disappeared;
Andreyevich East business  fronts
Utekhin identified and
abandoned
Roman Unknown Brazil, Uruguay Fled; blue notice
Olegovich Koval issued; last seen
heading to
Uruguay
Irina Unknown Brazil, Uruguay Fled; blue notice
Alekseyevna issued; presumed
Antonova back in Russia

(0] [ - T [ [ J-A/s W Unknown Brazil, Namibia Fled; last known
Tyutereva location: Namibia

4. FINAL REMARKS

As recent revelations confirm, Russian intelligence operations abroad remain
very much active. Yet despite the enduring mythos surrounding the so-called
“illegals” — elite operatives who live for years under deep-cover identities — their
exposure in the West has increasingly become possible thanks to the persistent
efforts of Western intelligence services. These efforts, though sometimes hesitant
due to the Anglo-American origins of much of the shared intelligence, have
nonetheless succeeded in unmasking individuals long believed to be the pinnacle
of clandestine tradecraft.

But the truth is more sobering. These deep-cover programs, while costly and
labor-intensive, often yield limited operational success. Their persistence is
sustained less by performance and more by the enduring allure of Cold War
romanticism — and by President Vladimir Putin’s personal affinity for this style of
espionage, which he once oversaw during his own time as a KGB officer in East
Germany.

Over time, many illegals become detached from the homeland they serve. Their
lives, shaped by decades of deception, are subjected to the same instabilities as
anyone else's. Disillusionment often follows. Some come to realize that the lives
they were promised bear little resemblance to the reality they endure. Feelings of
disappointment, isolation, and burnout are not uncommon.



Inevitably, deception creeps into the very mechanisms that sustain these
operations. Reports must be sent back to Moscow, often through complex
channels. When access to meaningful intelligence is limited — as it often is —
operatives begin to embellish their reporting. Open-source intelligence (OSINT)
becomes a crutch. Gaps in access are filled with conjecture, speculation, or
outright fabrication. And the deception does not stop with the field agents.

Their handlers, eager to prove the value of the agents they manage, compound
the distortions. Reports are polished and padded for internal consumption.
Information may be selectively held back, only to be reintroduced later to maintain
a steady flow of "intelligence." The result is a feedback loop of fiction, where
illusions build upon illusions.

This erosion of credibility has profound consequences. Decision-makers, relying
on incomplete or misleading intelligence, are left to make judgments based on
false premises. Yet the myth of the illegals persists — not because of their
success, but because entire bureaucracies, budgets, and careers are built
around sustaining the illusion of their utility. The legend must live on, even if only
artificially.

The matter is, how many more Russian illegals in latency are left around the
world?



